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We smart you up.

CardMan® 5125 - Registry Settings

This manual gives an overview in which way the information of proximity cards is read out
by the CardMan 5125 driver and mapped into the ATR.

The specification which card format is used and shall be decoded, is done with registry
entries.
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General

The following registry entry sepcifies the used card format: (see screenshot)

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CardMan]
“ProxFormat” =dword:000000ff

£ Registry Editor : ] ] 5
File Edit Miew Favorites Help
= B My Computer || Mame Type | Data
E-(_] HKEY_CLASSES_ROOT [aB] (Default) REG_SZ (value not set)
[#-[] HKEY_CURRENT_LISER B]ProxFormat REG_DWORD 0x000000FF (255)

=] HKEY _LOCAL_MACHINE
-] HARDWARE
- saMm
{1 SECURITY
-] SOFTWARE
=17 SYSTEM
-] ControlSetnnl
- ControlSetnn3

EID ZurrentControlSet

..... [0 COM Mame Arbiter

D Camputeriame
-] ContentInde:x

D ContentIndexConmmon =

R - ST T A |
| | » | |

|My ComputeriHKEY _LOCAL MACHIMNENSYSTEMCurrentControlSeth ContraliCardian

A4
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The table below shows which entries for the registry key are allowed. If there is a void
value, the driver works like “ProxFormat”=dword:00000000 is entered. (= no decoding)

ProxFDoer(r:?r?]ta\I/alue Card format Data content
0 Wiegand Raw -
1 H10301 26 bit (FAC+CN)
2 H10302 37 bit (CN)
4 H10304 37 bit (FAC+CN)
20 H10320 32 bit clock/data card
100 Corp 1000 35 bit (CIC+CN)
254 AUTO Automatic mode
255 CUSTOMER Customer defined
FAC ... Facility Code
CN Card Number
CIC ., Customer ldentifier Code

Detailed information about the card formats you get from www.hidcorp.com

The structure of the decoded ATR depends on the card format and the used registry key.
The next table shows in which way the card information is mapped into the ATR depending
to the “ProxFormat” value.

CARD Registry Key Decoded ATR
FORMAT FC/CIC CN (hex format)
H10301 BBBBBBB 01 3B 06 01 A A BB BB BB
H10302 BBBBBBBBBBBB 02 3B 07 02 BB BB BB BB BB BB
H10304 BBBBBB 04 38 07 04 Ol A A BB BB BB
H10320 BBBBBBBB 14 3B 05 14 BB BB BB BB
Corp 1k BBBBBBBB 64 3B 07 64 A B8 BB BB BB BB

To receive further information, please contact OMNIKEY
E-Mail: support@omnikey.com or visit our homepage www.omnikey.com
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Automatic Mode

If the value of the “ProxFormat” key is set to 254 (Oxfe), the detection of the card format and
the conversation of the ATR is done automatically by the driver. The function of the
automatic mode is restricted because of many different card formats.

Example:  The only difference between the two 37bit formats H10302 and H10304 is that
H10304 contains a facility code in the ATR and the H10302 not. So it's not possible to
difference the two formats on the basic of the ATR.

Because of this, the automatic mode supports and decodes the following formats right:
H10301 H10302
H10320 Corp 1000

To receive further information, please contact OMNIKEY
E-Mail: support@omnikey.com or visit our homepage www.omnikey.com
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Custom Mode Windows

Because of many different card formats, the driver provides an option to decode the ATR
via custom settings. To enable this function the “ProxFormat” key must be set to 255 (0xff).
This chapter explains in which way the driver is decoding the ATR by setting additional
registry keys.

The bit-data-stream can be splitted into up to 15 several data-fields. Each datafield is
labeled with a letter (A, B, ...) and is defined with a StartBit and the BitLength.

The StartBit specifies the position in the bit-data-stream, starting with the LSb. So in the
case, that the first bit of the data-field shall be the LSb, the value of StartBit must be 0.

example
& Registry Editor =10l x|

File Edit Wiew Faworites Help

= My Computer « | | Mame Type | Data
[#-(_] HKEY_CLASSES_ROOT [ab]¢Default) REG_SZ {value nat set)
--D HKEY_CURREMT_UISER BitLength REG_DWORD 000000010 (16)
- HKEY_LOCAL_MACHINE 2] StartBit REG_DWORD 000000000 (0
{11 HARDWARE
& saM

+{E3 SECURITY
&[] SOFTWARE
=] SYSTEM o
-2 Controlsetont
&1 Controlsetnns
EIl:l CurrentConkrolSet
EI{:l Cankral
D AGP
&-7] Arbiters
-2 BackupRestore
{21 Biosinfo
{:I BookverificationProgra
=7 CardMan
EI{:I CuskomProxFarma

-2 Class

--[17 CoDevicelnstallers
-{Z7] TOM Mame Arbiter

[]--{:l Compukeriame =
« | o [« | L
A

|M\,.n' Computeri\HEEY _LOCAL_MACHINE,SYSTEMCurrentControlSeth Controly”ardMant CustomProxFormath A

The data-fields are converted into BCD format next and and mapped into the ATR in the
sequence ABC ....

To receive further information, please contact OMNIKEY
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CardMan® 5125 Registry Settings - March 2007 Subject to change without notice Copyright © 2007 by OMNIKEY



RFID Smart Card Reader Technology l O=N!.K‘Ey.
e ——

\\._

We smart you up.

CardMan® 5125 - Registry Settings

Example: H10301 format

26bit code (24 information bits)

Card w/o RegKey ProxFormat = 255
FC=1 | CN=12345 3B 05 00 02 02 60 73 38 06 01 @8 @@ 01 28 45

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat]

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat\A]
“StartBit"=dword00000011
“BitLength”=dword:00000008

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat\B]
“StartBit"=dword00000001
“BitLength”=dword:00000010

Parity Bit
Facility Code (FAC)
Card Number (CN)

WX

both datafields converted into BCD format:

-> (4 digits, defined by H10301 format)
-> 45 (6 digits, defined by H10301 format)

To receive further information, please contact OMNIKEY
E-Mail: support@omnikey.com or visit our homepage www.omnikey.com
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Example: H10302 format

37bit code (35 information bits, CN)

Card w/o RegKey ProxFormat = 255
CN=1 3B 06 00 00 00 00 00 02 3B 07 02 00 00 00 00 00 02

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat]

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat\A]
“StartBit"=dword:00000001
“BitLength”=dword:000000023

Parity Bit
Card Number (CN)

> T

datafield converted into BCD format:

-> [0 00 00 00 00 0%

(11 digits, defined by H10302 format)

To receive further information, please contact OMNIKEY
E-Mail: support@omnikey.com or visit our homepage www.omnikey.com
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Example: H10304 format

37bit code (35 information bits, FC+CN)

Card w/o RegKey ProxFormat = 255
FC=65535 |CN=524287 |3B 06 00 OF FF FF FF FF 3B 07 04 Of B8 BB 52 42 87

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat]

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat\A]
“StartBit"=dword00000014
“BitLength”=dword:00000010

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat\B]
“StartBit"=dword00000001
“BitLength”=dword:00000013

Parity Bit
Facility Code (FAC)
Card Number (CN)

W >

both datafields converted into BCD format:

-> (5 digits, defined by H10304 format)
-> (6 digits, defined by H10304 format)

To receive further information, please contact OMNIKEY
E-Mail: support@omnikey.com or visit our homepage www.omnikey.com
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Example: Corp 1000 format

35bit code (32 information bits, FC+CN)

Card w/o RegKey ProxFormat = 255
FC=4095 | CN=2 3B 06 00 03 FF EO 00 05 38 07 64 [ B8 00 00 00 02

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat]

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat\A]
“StartBit"=dword00000015
“BitLength”=dword:0000000C

[HKLM\SYSTEM\CurrentControlSet\Control\CardMan\CustomProxFormat\B]
“StartBit"=dword00000001
“BitLength”=dword:00000014

PP P
01 1

Parity Bit
Facility Code (FAC)
Card Number (CN)

W > T

both datafields converted into BCD format:

111111111111 -> i B8
(4 digits, defined by Corp1000 format)
-> 00 00 00 02

(8 digits, defined by Corp1000 format)

To receive further information, please contact OMNIKEY
E-Mail: support@omnikey.com or visit our homepage www.omnikey.com
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Custom Mode Linux & Mac OS X

Because Linux and Mac OS X based operating systems do not have a registry the prox
specific settings have to be done in an extra file.

This file is named cmrfid.ini and it is copied to the /etc/ directory (the directory is the same
on Mac OS X and Linux platform) during driver installation. Editing this file can be done
with any text editor, notice that you need root permissions to be able to edit this file.

By default the ProxFormat mode is set to automatic:

[ProximityOptions]
ProxFormat = 254 (Oxfe)

To enable the custom mode function on Linux the “ProxFormat” key must be set to 255
(Oxff). Additionally you will need to add entries regarding to the needs of the used card.

-+ linux@debian: fhome/linux - Shell - Konsole
Session Edit Wiew Bookmarks Settings Help

[ProximityOptions]
ProxFormat = 255

[CustomProxFormat- Al
StartBit = 14
BitLength = 10
[CustomProxFormat-E]

StartBit = 1
[EitLength = 13

i shell |

In this screenshot a H10304 format card was added.

35,1 Bot

In detail:

First the ProxFormat value in the [ProximityOptions] section has to be changed to 255
(custom mode):

To receive further information, please contact OMNIKEY
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[ProximityOptions]
; ProxFormat = 254 (= automatic mode)
ProxFormat = 255

Then you will need to add the entries for the format options. On Windows based operating
systems you would create registry keys as mentioned in the sections above. On Linux you
need to create additional format sections for the used card (H10301 in this example):

[CustomProxFormat-A]
StartBit = 11
BitLength = 8

[CustomProxFormat-B]
StartBit = 1
BitLength = 10

For any other card please refer to the different examples above, the settings are the same
as for Windows, the only difference is that the settings have to be done in the cmrfid.ini
file.
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